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Discussion:
A number of issues related to the IBCF-based solutions need to be exposed:

· In solutions 6.1 and 6.3, routing of terminating sessions is done by an AS. Because doing this architectural change can be “philosophically” questionable, it is relevant to highlight this characteristic of these solutions.
· Solutions 6.1 and 6.3 break the AS invocation model because for the terminating case, no AS can be invoked after the one in charge of the routing. However, it was difficult to see this by reading the TR because the description only shows one “AS”. It is proposed to solve this by naming “BT AS” the AS in charge of performing the procedures described by these solutions, and by  highlighting that no other AS can be invoked after this one for terminating sessions.
· For all IBCF-based solutions, NAT traversal is an issue for terminating sessions.
· Solution 6.1 requires that Transit invocation criteria need to contain all the individual and wildcarded Public User Identities that belong to a PBX using this solution! This information needs to be provisioned and kept up to date in all the TRFs of the network.

· The originating flow of 6.1 and 6.3 was showing TLS as optional although a paragraph above states that TLS is assumed.
· It was not clear what is the PBX identity validated by the certificate.
· It is FFS how to distinguishing between PBXs under the 6.1 regime and those under 6.3 regime.
· For originating procedures of 6.1 and 6.3, the description of how the network verifies that the PBX is a subscriber of the IMS was missing (the possession of a valid TLS certificate does not prove this).
Based on these observations, the following updates are proposed.
In addition, Rq is replaced by the correct reference point Gq’ where appropriate.
Proposed changes to TR 23.897 v1.0.0
6.1
IBCF and Transit reuse

6.1.1
High level architecture

The architecture for the support of IP-PBX in static mode of operation based on the reuse of the IBCF and transit function is shown in Figure 6.1-1.
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Figure 6.1-1: High level architecture with using an IBCF and transit function

The architecture for the support of IP-PBX in static mode of operation based on the reuse of the IBCF and transit function is shown in Figure 6.1-1, according to TS 23.228 [5].

The solution has the following characteristics:

-
It allows the IMS to handle sessions directed to the IP-PBX users and originated from the IP-PBX users based on the procedures of TS 23.228 [5], clause 4.15.

-
It allows the IBCF and E-CSCF to execute functions subject to regulatory requirements (emergency calling, legal interception) according to TS 23.167 [6].

-
Is scalable, as it uses registration independent load balancing of Transit Functions according to TS 23.228 [5] clause 4.23.3, that allows that traffic from the IP-PBX is distributed among different Transit Functions. As the IBCF does not require downloaded user state, load sharing can also be done among IBCFs.
-
It allows the IMS to authenticate the IP-PBXs and provide security according to the network domain security TS 33.310 [4].
-
Routing of terminating sessions is done by a Business Trunking AS (BT AS).
-
It allows for the invocation of application servers in the operator's IMS network to IP-PBX users according to TS 23.228 [5], clause 4.15.3, with the restriction that for terminating sessions, no AS can be invoked after the BT AS. The invocation of the AS is done on an IP-PBX basis.

-
It allows multiple IBCF's to be used to reach the PBX if required.
-
All the TRFs of the network need to be provisioned with Transit invocation criteria containing all the individual and wildcarded Public User Identities that belong to a PBX using this solution. This configuration needs to be updated every time a PBX is added to the network and every time a Public User Identity is added behind a PBX.
6.1.2
High level Flows

6.1.2.1 General
Detailed flows can be found in TS 23.228 [5], clause 5.19.

6.1.2.2 Terminating procedures

This clause depicts a terminating use case.

This scenario assumes that security and authentication between the PBX and IMS is done using the TLS procedures according to TS 33.310 [4], using certificates. The certificates need to be provided by a trusted root. The IBCF is provisioned with its own certificate, and will receive the PBX certificate during the TLS handshake. 
In configurations where there is a NAT between the IP-PBX and the IBCF, the TLS connection needs to be initiated and maintained by the IP-PBX.
If the network between the PBX and IBCF complies with the peering based interconnect procedures according to ETSI TISPAN TS 182 025 [8], the IBCF may deploy the Gq’ interface. The Gq’ interface and its interactions are not depicted in flows.
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Figure 6.1-2: Terminating procedures
The following steps are performed:

1.
An INVITE is sent from the remote side via an incoming IBCF towards the Transit function with a Request-URI targeting a user allocated to a particular PBX.

NOTE 1:
The INVITE from the IBCF may be sent via an I-CSCF before it ends up in the Transit function. In such case, the I-CSCF will detect that this is not a subscribed user, and therefore decide to route to the Transit function.

2.
The Transit function is configured with a set of Transit invocation criteria that are triggered to find a correct BT AS to route to. As this is a termination case, the Request-URI is used to determine that the served user is a PBX using this solution.

NOTE 2:
The only information that can be used by the Transit invocation criteria is the destination URI of the INVITE. Therefore, the Transit invocation criteria need to contain all the individual and wildcarded Public User Identities that belong to a PBX using this solution.The only way to avoid large configurations in the Transit function for each enterprise is to assign a limited number of wildcarded Public User Identities for all PBXs using this solution, because it is impossible to have generic filter criteria that triggers the BT AS. 
3.
The Transit function forwards the request to the BT AS. The BT AS may identify the PBX the user belongs to and perform any enterprise specific actions for the user if required.

4.
The BT AS identifies the particular PBX the enterprise user belongs to, and optionally also the IBCF(s) serving the PBX, and forwards the INVITE toward the PBX  by creating a route to the PBX, adding the TRF, IBCF, and PBX in the route headers.
NOTE 3: Inserting a route to the PBX in the Route headers will not allow to trigger any AS after the BT AS. As a consequence, service configurations that require a specific AS to be triggered after the BT AS are not possible.
5. 
The INVITE is forwarded using the normal Route header to the IBCF.

6.
The IBCF will forward the INVITE to the PBX using the Route information provided by the AS.  If no security association exist between the IBCF and PBX (and TLS is used), TLS will be initiated as a result of trying to send the INVITE.  Once the TLS session is setup (using the certificates), the INVITE will be sent over the secure connection.

7.
The session setup is completed.

6.1.2.3 Originating procedures

This clause depicts a originating use case.

This scenario assumes that security and authentication between the PBX and IMS is done using the TLS procedures according to TS 33.310 [4], using certificates.  The certificates need to be provided by a trusted root.  The IBCF is provisioned with its own certificate, and will receive the PBX certificate during the TLS handshake.

If the network between the PBX and IBCF complies with the peering based interconnect procedures according to ETSI TISPAN TS 182 025 [8], the IBCF may deploy the Gq’ interface. The Gq’ interface and its interactions are not depicted in flows.
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Figure 6.1-3: Originating procedures

The following steps are performed:

1.
A user within the PBX tries to establish a call.  The PBX sends an INVITE towards IMS via the IBCF (contact point for the PBX).  If no security association exist between the IBCF and PBX, TLS will be initiated as a result of trying to send the INVITE.  Once the TLS session is setup (using the certificates), the INVITE will be sent over the secure connection.  The INVITE is assumed to include a calling party identity (such as in the P-Asserted-Identity).

2.
The IBCF may apply general screening rules to the request, and also adds a P-Served-User-Identity to the INVITE with the identity of the PBX (SIP URI identifying the domain of the PBX retrieved from the certificate).  By doing so, the IBCF will not need to be provisioned with PBX specific rules and assert the P-Asserted-Identity. A basic validation of the P-Asserted-Identity can however be done based on the identity of the PBX (e.g., match of domain part of SIP URI). Additionally, the IBCF adds the orig parameter to the INVITE to indicate that this is an origination request.  The IBCF sends the INVITE to the Transit function (possibly via the I-CSCF).
Editor’s Note: It is FFS how to distinguishing between PBXs under the 6.1 regime and those under 6.3 regime.
3.
The Transit function is configured with a set of Transit invocation criteria that are triggered to find a correct AS to route to. As this is an origination case (as indicated by the Orig parameter), the P-Served-User-Identity is used to identify the served user (PBX).

NOTE 1:
To avoid large configurations in the Transit function for each enterprise, it is possible to have generic filter criteria that triggers the related ASs. The filter criteria information can be based on the same type of information as configured in the transit routing tables.

4.
The Transit function forwards the request to the BT AS. Based on the P-Served-User-Identity, the BT AS identifies the PBX, verifies that this PBX is a valid subscriber and can further assert that the P-Asserted-Identity provided is allowed and correct for the PBX.  The BT AS may based on this information apply any enterprise specific actions for the user if required.

NOTE 2:
The assertion of the identity can be used based on two different components, the P-Served-User-Identity provided by the IBCF (that identifies the trusted PBX used based on the certificate), and possibly additionally, the IP address of the PBX provided in e.g., the Via header.

5.
The BT AS forwards the INVITE for further onward routing towards the remote side.

6.
Transit function performs onward routing towards the remote side.

7.
The session setup is completed.

Next change

6.3
IBCF and S-CSCF reuse

6.3.1
High level architecture

The architecture for the support of IP-PBX in static mode of operation based on the reuse of the IBCF and S-CSCF function is shown in Figure 6.3-1. This model is based on the existing TISPAN specification [8] clause 5.3 for connecting a PBX in peering mode (which is as applicable for static mode).
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Figure 6.3-1: High level architecture with using an IBCF and S-CSCF

The architecture for the support of IP-PBX in static mode of operation based on the reuse of the IBCF and S-CSCF function is shown in Figure 6.3-1, according to TS 23.228 [5] and ETSI TS 182 025 [8].

The Business Trunking AS (BT AS) is necessary for terminating procedures and, is invoked based on Initial Filter Criteria contained in the unregister part of the user profile associated to the IP- PBX, retrieved from the HSS (not represented on the Figure).
NOTE:
The users of an IP-PBX may be split into multiple groups, each of which having its own PBX user profile and list of associated identities.

The solution has the following characteristics:

-
It allows the IMS to handle sessions directed to the IP-PBX users and originated from the IP-PBX users based on the procedures of TS 23.228 [5] and ETSI TS 182 025 [8].

-
It allows the IBCF and E-CSCF to execute functions subject to regulatory requirements (emergency calling, legal interception) according to TS 23.167 [6].

-
It allows the IMS to authenticate the IP-PBXs and provide security according to the network domain security TS 33.310 [4].

-
Routing of terminating sessions is done by a Business Trunking AS (BT AS).

-
It allows for the invocation of application servers in the operator's IMS network to IP-PBX users according to TS 23.228 [5], with the restriction that for terminating sessions, no AS can be invoked after the BT AS.

-
It allows multiple IBCF's to be used to reach the PBX if required.

6.3.2
High level Flows

6.3.2.1
Terminating procedures

This clause depicts a terminating use case. A pre-requisite is that the enterprise is provisioned as a user (possible wildcard user) in the HSS and have correct iFCs provisioned. Any AS configured after the BT AS in the iFC chain will be ignored.
In configurations where there is a NAT between the IP-PBX and the IBCF, the TLS connection needs to be initiated and maintained by the IP-PBX.

This scenario assumes that security and authentication between the PBX and IMS is done using the TLS procedures according to TS 33.310 [4], using certificates. The certificates need to be provided by a trusted root. The IBCF is provisioned with its own certificate, and will receive the PBX certificate during the TLS handshake.

If the network between the PBX and IBCF complies with the peering based interconnect procedures according to ETSI TISPAN TS 182 025 [8], the IBCF may deploy the Gq’ interface. The Gq’ interface and its interactions are not depicted in flows.
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Figure 6.3-2: Terminating procedures

The following steps are performed:

1.
An INVITE is sent from the remote side via an incoming IBCF towards the I-CSCF with a Request-URI targeting a user allocated to a particular PBX.

2.
The I-CSCF performs the normal user location request towards HSS to find the served user and an S-CSCF.

3.
The I-CSCF forwards the request to the S-CSCF.

4.
If the PBX subscriber is not allocated to the S-CSCF, the S-CSCF contacts HSS to download the subscriber information for the un-registered user.

5.
The S-CSCF performs normal (un-registered) terminating service invocation for the incoming request.

6.
The S-CSCF forwards the request to the BT AS. The BT AS may identify the PBX the user belongs to and perform any enterprise specific actions for the user if required.

7.
The BT AS may optionally query HSS for any subscriber information if required using the Sh interface.

8.
The BT AS identifies the particular PBX the enterprise user belongs to, and also the IBCF(s) serving the PBX, and forwards the INVITE toward the PBX (by creating a route to the PBX, adding the S-CSCF, IBCF, and PBX in the Route headers).
NOTE: Inserting a route to the PBX in the Route headers will not allow to trigger any AS after the BT AS. As a consequence, service configurations that require a specific AS to be triggered after the BT AS are not possible.
9. 
The INVITE is forwarded using the Route header to the IBCF.

10.
The IBCF will forward the INVITE to the PBX using the Route information provided by the BT AS. If no security association exist between the IBCF and PBX (and TLS is used), TLS will be initiated as a result of trying to send the INVITE. Once the TLS session is setup (using the certificates), the INVITE will be sent over the secure connection.

11.
The session setup is completed.

6.3.2.2
Originating procedures

This clause depicts a originating use case. A pre-requisite is that the enterprise is provisioned as a user (possible wildcard user) in the HSS and have correct iFCs provisioned.

This scenario assumes that security and authentication between the PBX and IMS is done using the TLS procedures according to TS 33.310 [4], using certificates. The certificates need to be provided by a trusted root. The IBCF is provisioned with its own certificate, and will receive the PBX certificate during the TLS handshake.

If the network between the PBX and IBCF complies with the peering based interconnect procedures according to ETSI TISPAN TS 182 025 [8], the IBCF may deploy the Gq’ interface. The Gq’ interface and its interactions are not depicted in flows.
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Figure 6.3-3: Originating procedures

The following steps are performed:

1.
A user within the PBX tries to establish a call. The PBX sends an INVITE towards IMS via the IBCF (contact point for the PBX). If no security association exist between the IBCF and PBX, TLS will be initiated as a result of trying to send the INVITE. Once the TLS session is setup (using the certificates), the INVITE will be sent over the secure connection. The INVITE is assumed to include a calling party identity (such as in the P-Asserted-Identity).

2.
The IBCF may apply general screening rules to the request, and also adds a P-Served-User-Identity to the INVITE with the identity of the PBX (SIP URI identifying the domain of the PBX retrieved from the certificate). By doing so, the IBCF will not need to be provisioned with PBX specific rules and assert the P-Asserted-Identity. A basic validation of the P-Asserted-Identity can however be done based on the identity of the PBX (e.g., match of domain part of SIP URI). Additionally, the IBCF adds the orig parameter to the INVITE to indicate that this is an origination request. The IBCF forwards the INVITE to the I-CSCF.

Editor’s Note: It is FFS how to distinguishing between PBXs under the 6.1 regime and those under 6.3 regime.

3.
The I-CSCF performs the normal (originating request) user location request towards HSS to find the served user and an S-CSCF.

4.
The I-CSCF forwards the request to the S-CSCF.

5.
If the PBX subscriber is not allocated to the S-CSCF, the S-CSCF contacts HSS to download the subscriber information for the un-registered user.

6.
The S-CSCF performs normal (un-registered) originating service invocation for the incoming request.

7.
The S-CSCF forwards the request to the BT AS. Based on the P-Served-User-Identity,the BT AS identifies the PBX, verifies that this PBX is a valid subscriber and can further assert that the P-Asserted-Identity provided is allowed and correct for the PBX.  The BT AS may based on this information perform any enterprise specific actions for the user if required.

8.
The BT AS may optionally query HSS for any subscriber information if required using the Sh interface.

9.
The BT AS forwards the INVITE to S-CSCF for further onward routing towards the remote side.

10.
The S-CSCF performs onward routing towards the remote side.

11.
The session setup is completed.

Next change

6.6
S-CSCF Based Routing

6.6.1
General
The user profile in the HSS contains a provisioned default contact address enabling routing to the PBX, via the IBCF.
NOTE:
The users of an IP-PBX may be split into multiple groups, each of which having its own PBX user profile and list of associated identities.

The solution has the following characteristics:

-
It allows the IMS to handle sessions directed to the IP-PBX users and originated from the IP-PBX users based on the procedures of TS 23.228 [5] and ETSI TS 182 025 [8].

-
It allows the IBCF and E-CSCF to execute functions subject to regulatory requirements (emergency calling, legal interception) as per TS 23.167 [6].

-
It allows the IMS to authenticate the IP-PBXs and provide security according to the network domain security TS 33.310 [4].

-
It allows for the invocation of application servers in the operator's IMS network to IP-PBX users according to TS 23.228 [5].

-
It allows multiple IBCF's to be used to reach the PBX if required.
-
The use of an AS is not necessary. The AS, if any, is invoked based on Initial Filter Criteria contained in the unregister part of the user profile associated to the IP- PBX, retrieved from the HSS (not represented on the Figure). This solution does not break the AS triggering model.
-
There is no interface between the IBCF and the HSS.
Detailed flows are shown as follows.

6.6.2
Terminating Session Setup
This clause depicts a terminating use case. A pre-requisite is that the enterprise is provisioned as a user (possibly wildcard user) in the HSS and have correct iFCs provisioned. There is no constraint on the order of the Application Servers in the iFC chain.

In configurations where there is a NAT between the IP-PBX and the IBCF, the TLS connection needs to be initiated and maintained by the IP-PBX.

Figure 6.6.2-1 shows the terminating procedure.
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Figure 6.6.2-1: Terminating session set up
1.
I-CSCF receives a call from the network.

2.
The I-CSCF performs Location Query procedure with the HSS to acquire the S‑CSCF address or the S‑CSCF capabilities, including the destination address.

3.
The HSS returns the S‑CSCF address/capabilities to the I‑CSCF according to the destination address.
4.
I‑CSCF forwards the INVITE request towards the selected S‑CSCF from the query.

5-6.
The S‑CSCF sends Cx-Put/Cx-Pull to the HSS. The HSS then returns the information flow Cx-Put Resp/Cx-Pull Resp (user information, including the binding data of user identity and IBCF address) to the S‑CSCF. The S‑CSCF shall store it. This completes the registration simulation procedures on the S-CSCF side.

7.
If the user profile includes an iFC pointing to an Enterprise AS, the SIP INVITE request is forwarded to the Enterprise AS.
8.
The INVITE is processed by the Application Server. The AS optionally retrieves user information from HSS and returns the INVITE to the S‑CSCF.

9.
If the INVITE message request does not contain a route header, the S-CSCF creates a route header from information found in the user profile received from the HSS (i.e. provisioned default contact address). The INVITE is forwarded using the Route header to the IBCF.
10.
The IBCF forwards the INVITE request to IP-PBX using the Route information provided by the S-CSCF. If no security association exist between the IBCF and PBX (and TLS is used), TLS will be initiated as a result of trying to send the INVITE. Once the TLS session is setup (using the certificates), the INVITE will be sent over the secure connection.
11.
The session establishment is completed.
End of P-CR
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